AMAHLATHI LOCAL MUNICIPALITY

IT GOVERNANCE FRAMEWORK
APPROVED BY

:....................................................................................

POSITION

:....................................................................................

SIGNATURE

:....................................................................................

DATE OF APPROVAL

:....................................................................................

REVISION DATE

:....................................................................................

1

Table of Contents
GLOSSARY OF TERMS AND DEFINITIONS ........................................................................................................ 3
1. Purpose of this framework ......................................................................................................................... 4
2. Background ................................................................................................................................................. 4
3. Introduction ................................................................................................................................................ 6
3.1 What is governance?............................................................................................................................. 6
3.2 What is corporate governance? ............................................................................................................ 6
3.3 What is corporate governance of ICT?.................................................................................................. 6
3.4 What is governance of ICT? .................................................................................................................. 7
3.5 What is COBIT?...................................................................................................................................... 7
3.6 What is ISO/IEC 38500? ........................................................................................................................ 9
3.7 What is King III?..................................................................................................................................... 9
3.8 Corporate governance of ICT context ................................................................................................. 10
3.8 Benefits of Corporate Governance of ICT ........................................................................................... 11
4 Governance and Management of ICT Framework ..................................................................................... 12
4.1 What is a Governance and Management of ICT Framework? ............................................................ 12
4.2 Governance of ICT principles .............................................................................................................. 14
Conclusion ..................................................................................................................................................... 18

2

GLOSSARY OF TERMS AND DEFINITIONS
ALM - Amahlathi Local Municipality
AG - Auditor General
King III - The King III Report and Code on Governance for South Africa 2009: Institute of Directors
Southern Africa
COBIT® - Control Objectives for Information Technology
Corporate Governance of ICT - The system by which the current and future use of ICT is directed and
controlled. Corporate governance of ICT involves evaluating and directing the use of ICT to support the
organisation, and monitoring this use to achieve plans. It includes the strategy and policies for using ICT
within an organisation. (ISO/IEC 38500: 2008: 3)
CGICTPF - Corporate Governance of Information and Communication Technology Policy Framework
Governance of ICT - The effective and efficient management of IT resources to facilitate the achievement
of company strategic objectives.
Governance Champion - The Senior Manager in the municipality who is responsible to drive Corporate
Governance of and Governance of ICT.
Board - Council
DPSA - Department of Public Service and Administration
HoD - Head of Department or Organisational Component or Municipal Manager in the context of this
document
Municipal Manager – Head of a municipality
Executive Authority – Municipal Council
Executive Management – Section 56 Managers
ISO/IEC - International Organisation for Standardisation (ISO) and the International Electrotechnical
Commission
(IEC)
ISO/IEC 38500 - International Standard on Corporate Governance of ICT (ISO/IEC WD 38500: 2008: 1)
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1. Purpose of this framework
The purpose of this framework is to institutionalise corporate governance of ICT and
governance of ICT as an integral part of corporate governance, within the Amahlathi Local
Municipality (ALM). The framework is to outline the approach to be taken within the ALM to
comply with the Public Service Corporate Governance of Information and Communication
Technology Policy Framework (CGICTPF). This framework depicts the future ICT governance
system for the ALM and will be achieved through capability and capacity building within the
ICT section of ALM.

2. Background
In terms of the Public Service Regulations 2001 (as amended), Chapter 5, Part I,
Departments shall manage information technology effectively and efficiently. The Batho Pele
principle of offering equal access to services, increase in productivity and lowering of cost,
shall inform the acquisition, management and use of information technology. Information
technology shall be used as a tool to leverage service delivery by the public service and shall
therefore not be acquired for its own sake.
It is the responsibility of the Municipal Manager to ensure that the acquisition, management
and use of information by the Municipality:
a) Direct or indirect service delivery to the public, including, but not limited to, equal access
by the public to services delivered by the municipality;
b) The productivity of the municipality; and
c) The cost-efficiency of the municipality.
To determine whether ICT in the Public Service delivers an enabling service, various
investigations have been undertaken to establish the shortcomings of ICT service delivery.
The first of these was the 1998 Presidential Review Commission (PRC) report, which stated
that important related ICT decisions should come from the senior political and managerial
leadership of the state and not be delegated to the technology specialists; and further that
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the management of ICT should be on the same level as the management of other resources.
It furthermore advocated a common enabling framework of governance.
Since the publication of the PRC report, little has changed with respect to the governance of
ICT in the Public Service. This was confirmed by the Auditor General’s (AG) information
systems review of governance of ICT in government conducted in 2008/09 and again in
2009/10. The AG recommendations included the following:
a) A government-wide governance of ICT framework should be put in place to implement a
national ICT strategy to address ICT risks based on defined processes and standards; and
b) The governance of ICT roles and responsibilities should be defined and implemented to
ensure adequate Public Service ICT enablement.
The view that ICT should be governed and managed at a political leadership and executive
management level is supported by international accepted good practice and standards in the
form of the King III Code of Good Governance, ISO 38500 Standard for the
Corporate Governance of ICT and COBIT a comprehensive ICT governance process
framework. It also places accountability for governance of ICT fully in the hands of Political
Leadership and Executive Management. This accountability enables the municipality to align
the delivery of ICT services with the municipalities’ strategic goals.
The executive authority and management of municipalities need to extend corporate
governance as a good management practice to ICT (corporate governance of ICT). In the
execution of the corporate governance of ICT, they should provide the necessary strategies,
architectures, plans, frameworks, policies, structures, procedures, processes, mechanisms
and controls, and ethical culture.
To strengthen the corporate governance of ICT further, the ICT Manager/IT Officer/ IT
Specialist etc should be an integral part of the executive management of the municipality or
maximise existing structures i.e. Risk Management Committee as it would be ideally
comprised of Senior and Middle Management at ALM.

The corporate governance of ICT is a continuous function that should be embedded in all
operations of a municipality, from Executive Authority and Executive Management level to
the business and ICT service delivery.
Corporate governance of ICT is implemented in two different layers:
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a) Corporate governance of ICT (CGICT)
b) Governance of ICT (GICT)
To address the above mentioned the Department of Public Service and Administration
(DPSA), in collaboration with the Government Information Technology Officer Council
(GITOC) and the Auditor General (AG), developed the Corporate Governance of ICT Policy
Framework (CGICTPF). The purpose of the CGICTPF project is to institutionalise the corporate
governance of and governance of ICT as an integral part of corporate governance within
departments. The CGICTPF provides the political and executive leadership with a set of
principles and practices that must be complied with, together with an implementation
approach to be utilised for corporate governance of ICT within municipalities.
The DPSA CGICTPF is the foundation document of which this IT Governance Framework for
Amahlathi Local Municipality is based on.

3. Introduction
3.1 What is governance?
Governance is the act of governing. It relates to decisions that define expectations, grant
power, or verify performance.
“The skipper steering his boat presents itself as a metaphor for what governance is about. He
first decides on the destination and having done so, the sails can be set.” – E. Dostal

3.2 What is corporate governance?
The set of responsibilities and practices exercised by the Council and Executive Management
with the goal of providing strategic direction, ensuring that objectives are achieved,
ascertaining that risks are managed appropriately and verifying that the enterprise’s
resources are used responsibly.

3.3 What is corporate governance of ICT?
The system by which the current and future use of ICT is directed and controlled. Corporate
governance of ICT involves evaluating and directing the use of ICT to support the
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organisation, and monitoring this use to achieve its plans. This includes the strategy and
policies for using ICT within an organisation.

3.4 What is governance of ICT?
a) King III Report: "Governance of ICT is a framework that supports the effective and
efficient management of information resources (for example people, funding and information)
to facilitate the achievement of corporate objectives. The focus is on the measurement and
management of ICT performance to ensure that the risks and costs associated with ICT are
appropriately controlled. Governance of ICT should be an integral part of the overall
governance structures within a company that ensure that the company’s ICT sustains and
extends the strategy and objectives.”
b) ICT Governance Institute: “Governance of ICT is the responsibility of the board of
directors and executive management. It is an integral part of enterprise governance and
consists of the leadership and organisational structures and processes that ensure that the
organisation’s ICT sustains and extends the organisation’s strategies and objectives”
c) The bottom line is that governance of ICT:
i) Must be an integral part of corporate governance;
ii) Must ensure strategic alignment between the organisation and ICT; and
iii) Must define and manage decision rights.

3.5 What is COBIT?
a) COBIT is an abbreviation for “Control Objectives for Information and related Technology”.
It is an internationally accepted process framework for implementing governance of ICT.
COBIT fully supports the principles of the King III Code and the ISO/IEC 38500 standard in
the corporate governance of ICT. It provides an authoritative, international set of generally
accepted practices that assists boards of directors, executives and managers (Audit and ICT)
to reduce the risks and increase the benefits associated with ICT.
b) COBIT starts from the premise that ICT needs to deliver the information that the
enterprise needs to achieve its objectives.
c) COBIT 5 provides a comprehensive framework that assists enterprises in achieving their
objectives for the governance and management of enterprise ICT. Simply stated, it helps
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enterprises create optimal value from ICT by maintaining a balance between realising
benefits and optimising risk levels and resource use.
d) COBIT 5 enables ICT to be governed and managed in a holistic manner for the entire
enterprise, taking in the full end-to-end business and ICT functional areas of responsibility,
considering the ICT-related interests of internal and external stakeholders.
e) COBIT 5 is generic and useful for enterprises of all sizes, whether commercial, not-forprofit or in the public sector.
f) Governance ensures that stakeholder needs, conditions and options are evaluated to
determine balanced, agreed-on enterprise objectives to be achieved; setting direction
through prioritisation and decision making; including monitoring performance and compliance
against agreed-on direction and objectives.
g) Management plans, builds, runs and monitors activities in alignment with the direction set
by the governance body to achieve the enterprise objectives.
h) The current version is COBIT 5. COBIT 5 provides governance and a management layer for
ICT processes:

Figure 1 – Overview of COBIT – Governance and Management layers

i) COBIT 5 includes a process reference model that provides guidance in governing ICT
processes:
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Figure 2 – COBIT 5 Process Reference Model

3.6 What is ISO/IEC 38500?
ISO/IEC 38500 is the international standard on corporate governance of ICT and provides a
framework for effective governance of ICT, to assist those at the highest level of
organisations to understand and fulfil their legal, regulatory, and ethical obligations in
respect of their organisations’ use of ICT. It provides governance principles and a model.

3.7 What is King III?
The King III Report and Code on Governance for South Africa underpins the importance of
ICT’s role in the support of overall corporate governance. King III advocates putting a
governance of ICT framework in place using a common approach e.g. COBIT.
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3.8 Corporate governance of ICT context
Corporate governance consists of a governance system that depicts the way departments are
managed and controlled. It defines the relationships between stakeholders, the strategic
goals of the Public Service/Local Government as a whole and those of departments/local
municipality individually. Corporate governance is concerned with individual accountability
and responsibilities within a department/local municipality; and is a vehicle through which
value is created.
Figure 3 depicts the functioning of the governance system within this model.
Within the governance system the political and strategic leadership, which is accountable,
provides the strategic direction of the municipality. Within the municipalities external and
internal context strategic goals are determined; which is cascaded within the municipality for
implementation and monitoring.

Figure 3 – Corporate Governance of ICT Context

Within the corporate governance system, the council provides the political leadership, the
Municipal Manager provides the strategic leadership and Executive Management ensures
implementation and management. The strategic direction, together with the external and
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internal context, determines the strategic goals. Corporate Governance of and the
Governance of ICT are executed at Executive Management level through the function of
evaluation, direction and monitoring. The management of business execution is done through
the organisational structure and utilisation of the relevant resources.
The Council is accountable to ensure that a corporate governance system is implemented
within the municipality. The Municipal Manager is accountable for the corporate governance
system and the executive management is responsible for its implementation, management
and continuous improvement.
The corporate governance of ICT is a subset of the corporate governance system, whilst the
governance of ICT is a subset of the corporate governance of ICT. In this context the Political
and Strategic Leadership and Executive Management is accountable and responsible for the
Corporate Governance of ICT, whilst the IT Manager/IT Officer/IT Specialist is responsible for
the Governance of ICT.
The successful implementation of the Corporate Governance of ICT is reliant on the
designation of a Governance Champion function. The Governance Champion will be
responsible to drive the development, implementation, change management and
maintenance of corporate governance of and governance of ICT in the municipality.

3.8 Benefits of Corporate Governance of ICT

When corporate governance of ICT is effectively implemented and maintained, the following
benefits are realised:
a) Public Service positioned to improve delivery on the 12 strategic outcomes and the focus
of local government is strategic outcome 9;
b) Improved achievement of Public Service-wide and departmental/municipal strategic goals;
c) Improved effective public service delivery through ICT-enabled access to government
information and services;
d) Improved ICT enablement of business;
e) Improved delivery of ICT service quality;
f) Improved stakeholder communication;
g) Continuous improvement of business and ICT alignment;
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h) Improved trust between ICT, the business and citizens;
i) Lower costs;
j) Increased alignment of investment towards strategic goals;
k) Improved return on ICT-enabled investment;
l) ICT risks managed in line with the priorities and appetite of the Public Service and the
department;
m) Appropriate security measures to protect the departmental and employee information;
n) Improved management of business-related ICT projects;

o) Improved management of information, as it is managed on the same level as other
resources such as people, finance and material in the Public Service;
p) ICT pro-actively recognises opportunities and guides departments and the Public Service
in timeous adoption of appropriate technology;
q) Improved ICT ability to learn and agility to adapt to changing circumstances; and
r) ICT executed in line with legislative and regulatory requirements.

4 Governance and Management of ICT Framework

4.1 What is a Governance and Management of ICT Framework?
a) Within ALM, the Governance and Management of ICT Framework will direct the
implementation of governance of ICT.
b) The COBIT 5 framework describes seven categories of enablers within the Governance and
Management of ICT Framework (figure 4):
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Figure 4 –Overview of the ALM Governance and Management of ICT Framework

The outline of the ADM Governance and Management of ICT Framework can be
diagrammatically represented as show above.

i) Principles, policies and frameworks - are the vehicle to translate the desired
behaviour into practical guidance for day-to-day management;
ii) Processes - describe an organised set of practices and activities to achieve certain
objectives and produce a set of outputs in support of achieving overall ICT-related
goals;
iii) Organisational (governance of ICT) structures - are the key decision-making
entities in an enterprise;
iv) Culture, ethics and behaviour - of individuals and of the enterprise are very
often underestimated as a success factor in governance and management activities;
v) Information - is pervasive throughout any organisation and includes all
information produced and used by the enterprise. Information is required for keeping
the organisation running and well governed, but at the operational level, information
is very often the key product of the enterprise itself;
vi) Services, infrastructure and applications - include the infrastructure,
technology and applications that provide the enterprise with information technology
processing and services; and
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vii) People, skills and competencies - are linked to people and are required for
successful completion of all activities and for making correct decisions and taking
corrective actions.

4.2 Governance of ICT principles
ALM will adopt the governance of ICT principles as stipulated in the CGICTPF. The principles
contained in the CGICTPF are based on principles as explained in the international good
practice and standard for ICT governance, namely, King III Code, ISO/IEC38500 and COBIT.
The figure below outlines the principles to be adopted for ALM:
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Figure 5 – Governance of ICT Principles, Practices as derived from DPSA CGICTPF
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Principle 1 rests on the executive authority/council.
Principle 2 – 7 is the responsibility of the Head of Department/ Municipal Manager.

Below is the mapping of the ISO/IEC 38500 and King III Code of Good Governance

16

17

Figure 6 ISO/IEC 38500 and King III Code of Good Governance

Conclusion
Even though there was a retraction of circular 9 of 2014 from Cogta with new time frames
set for the development of the IT Governance Policy Framework for local government, the
alignment with the objectives and principles of the framework remain imperative in the
interim (circular 29 of 2014 from Cogta). This is a document in progress and will continue to
be developed until it is finalised.
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